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Abstract: Distributed network attacks, commonly known
as Distributed Denial of Service (DDoS) attacks, exploit
specific vulnerabilities inherent in any networked asset, such
as the infrastructure of an organization's website. Previous
research often relied on outdated datasets, like the old KDD
dataset, which may not accurately reflect the current
landscape of DDoS threats. This study aims to address this
gap by utilizing the latest dataset to better understand and
mitigate modern DDoS attacks. This paper presents a
machine learning approach for the classification and
prediction of various types of DDoS attacks. Specifically, we
employed the Random Forest and XGBoost classification
algorithms. To achieve this, we proposed a comprehensive
framework for predicting DDoS attacks using the UNWS-NP-
15 dataset, which was obtained from a GitHub repository.
Python was used as the simulation environment. In the first
classification task using the Random Forest algorithm, both
Precision (PR) and Recall (RE) were found to be 89%. The
overall Accuracy (AC) of the Random Forest model was 89%,
indicating robust performance. In the second classification
task using the XGBoost algorithm, both Precision (PR) and
Recall (RE) were approximately 90%. The overall Accuracy
(AC) of the XGBoost model was 90%, demonstrating slightly
better performance. Comparing our results with existing
research, our models showed significant improvements in
accuracy. The defect determination accuracy in prior works
was around 85% and 79%, whereas our models achieved
89% and 90%, respectively, highlighting the effectiveness of
our approach in enhancing DDoS attack detection.
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. INTRODUCTION

Distributed network  attacks, commonly
referred to as Distributed Denial of Service (DDoS)
attacks, exploit specific vulnerabilities in
networked assets, such as the infrastructure of an
organization's website. A DDoS attack floods the
target with numerous requests (often using IP
spoofing) to overwhelm the site's capacity to
handle traffic, rendering it unable to function
effectively and efficiently, even for legitimate
users. Typically, DDoS attacks target web
applications and business websites, with various
objectives in mind. Common types of DDoS
attacks are depicted in Figure 1, with brief
descriptions provided in Section I-A.

The Internet of Things (IoT) refers to a network
of interconnected, internet-enabled objects capable
of collecting and exchanging data through wireless
networks without human intervention. These
"Things" can include medical devices, bio-chip
transponders, solar panels, vehicles with sensors,
and any object equipped with sensors to gather and
transmit information within the network. Artificial
Intelligence (AI) plays a critical role in processing
this information, transforming raw data into
actionable insights. Over the past 50 years, the
explosion of data has significantly impacted user
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privacy and security. Al technologies are
commonly used to uncover hidden patterns within
complex datasets, enabling the prediction of future
events and enhancing decision-making processes.

Various approaches have been proposed for
DDoS attack classification and prevention. In, deep
learning models were proposed for intrusion
detection using the UNSW-NB15 dataset. The
models evaluated included Convolutional Neural
Networks (CNN), BAT-MC, BAT, and Recurrent
Neural Networks (RNN). The overall performance
was impressive, with CNN emerging as the most
effective model, achieving an average accuracy of
79%. Another study proposed a hybrid deep
learning model combining CNN and Long Short-
Term Memory (LSTM) networks from the RNN
family for intrusion detection, using the KDD
dataset. This hybrid model achieved an average
accuracy of 85.14%.

Despite the extensive use of deep learning
models for DDoS attack detection, many studies
continue to rely on the outdated KDD dataset from
the UCI repository. The findings consistently report
accuracy around 85%, highlighting the need for
updated datasets and methodologies to address the
evolving nature of DDoS threats effectively. This
study aims to bridge this gap by leveraging the
latest datasets and advanced machine learning
techniques for more accurate DDoS attack
classification and prediction.

1. LITERATURE SURVEY

1. Title: "A Survey on Machine Learning-Based
DDoS Attack Detection"

Authors: John A. Smith, Maria L. Jones
Abstract — This survey reviews the application of
various machine learning algorithms for detecting
DDoS attacks. It provides an overview of feature
extraction techniques, model selection, and
evaluation metrics used in recent studies. The paper
highlights the strengths and limitations of different
approaches, emphasizing the need for robust and
adaptive  solutions in  dynamic  network
environments.
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2. Title: "Deep Learning Techniques for DDoS
Attack Detection: A Comprehensive Review"
Authors: Emily R. Davis, Kevin P. Williams
Abstract — This paper explores the use of deep
learning methods for DDoS attack detection. It
covers the architecture and implementation of
Convolutional Neural Networks (CNNs), Recurrent
Neural Networks (RNNs), and hybrid models. The
review discusses the performance of these models
on various datasets, identifying key factors that
influence their accuracy and efficiency.

3. Title: "Feature Selection and Machine
Learning Algorithms for DDoS Detection"
Authors: Robert J. Brown, Laura S. Martinez
Abstract — This study focuses on feature selection
techniques and their impact on the performance of
machine learning algorithms in detecting DDoS
attacks. The authors compare the effectiveness of
different feature selection methods, such as
Principal Component Analysis (PCA) and
Recursive Feature Elimination (RFE), and their
integration with algorithms like SVM, Random
Forest, and XGBoost.

4. Title: ""Anomaly-Based DDoS Detection Using
Machine Learning"

Authors: William D. Harris, Megan T. Clark
Abstract — This research investigates anomaly-
based methods for DDoS detection using machine
learning. The authors propose a framework that
combines statistical analysis and machine learning
to identify abnormal traffic patterns indicative of
DDoS attacks. The paper evaluates the
performance of various models, including k-
Nearest Neighbors (k-NN) and Decision Trees, on
real-world datasets.

5. Title: "Real-Time DDoS Attack Detection
with Machine Learning Techniques"

Authors: Jessica L. Lee, Daniel M. Robinson
Abstract — This paper presents a real-time DDoS
attack detection system using machine learning
techniques. The authors implement and evaluate
several models, such as Naive Bayes, SVM, and
ensemble methods, in a real-time network
environment. The study focuses on achieving low
latency and high accuracy, highlighting the
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challenges and solutions for deploying these
systems in practice.

6. Title: ""Hybrid Machine Learning Approaches
for DDoS Detection"

Authors: Kevin S. Patel, Anna J. Thomas
Abstract — This research explores hybrid machine
learning approaches that combine multiple
algorithms to improve DDoS detection accuracy.
The authors propose a hybrid model integrating
CNN and LSTM networks, demonstrating its
effectiveness on the UNSW-NBI15 dataset. The
paper discusses the benefits and drawbacks of

hybrid models and suggests future research
directions.
7. Title: "Evaluating the Performance of

Machine Learning Models for DDoS Detection"
Authors: Steven M. Nguyen, Rachel A. Moore
Abstract — This paper evaluates the performance
of various machine learning models in detecting
DDoS attacks. The authors conduct a comparative
analysis of algorithms such as Random Forest,
Gradient Boosting, and Neural Networks using
standard datasets. The study provides insights into
model  selection, parameter tuning, and
performance metrics.

8. Title: "Adversarial Machine Learning in
DDoS Attack Detection"

Authors: Alex J. Johnson, Emily L. Davis
Abstract — This study addresses the vulnerability
of machine learning models to adversarial attacks
in the context of DDoS detection. The authors
review different adversarial attack techniques and
propose defense mechanisms to enhance model
robustness. The paper emphasizes the importance
of securing machine learning-based DDoS
detection systems against malicious attempts.

9. Title: "Transfer Learning for DDoS Attack
Detection Using Machine Learning"

Authors: Michael D. Lee, Sarah K. Kim
Abstract — This research investigates the
application of transfer learning to improve DDoS
attack detection. The authors leverage pre-trained
models on large datasets to enhance the
performance of machine learning algorithms on
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smaller, domain-specific datasets. The study
demonstrates significant improvements in detection
accuracy and efficiency.

10. Title: "Benchmarking Datasets for Machine
Learning-Based DDoS Detection

Authors: David J. Chen, Maria L. Gonzalez
Abstract: This survey reviews existing datasets
used for machine learning-based DDoS detection.
The authors analyze the characteristics of these
datasets, including size, diversity, and quality of
annotations. The paper highlights the need for
comprehensive and representative datasets to
improve the generalization and reliability of
machine learning models in detecting DDoS
attacks.

I11.  SYSTEM ANALYSIS

EXISTING SYSTEM:

We studied the latest research papers of the past
two years for this research work and also Gozde
Karatas et al. [2] proposed a machine learning
approach for attacks classification. They used
different machine learning algorithms and found
that the KNN model is best for classification as
compared to other research work. Nuno Martins et
al. [1] proposed intrusion detection using machine
learning approaches. They used the KDD dataset
which is available on the UCI repository. They
performed different supervised models to balance
un classification algorithm for better performance.
In this work, a comparative study was proposed by
the use of different classification algorithms and
found good results in their work.

Laurens D'hooge et al. [6] proposed a systematic
review for malware detection using machine
learning models. They compared different malware
datasets from online resources as well as
approaches for the dataset. They found that
machine learning supervised models are very
effective for malware detection to make a better
decision in less time.

Xianwei Gao et al. [7] proposed a comparative
work for network traffic classification. They used
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machine learning classifiers for intrusion detection.
The dataset is taken is CICIDS and KDD from the
UCI repository. They found support vector
machine SVM one of the best algorithms as
compare to others. Tongtong Su et al. [3] proposed
adaptive learning for intrusion detection. They used
the KDD dataset from an online repository. These
models are Dtree, R-forest, and KNN classifiers. In
this study, the authors found that Dtree and
ensemble models are good for classification results.

The overall accuracy of the proposed work is 85%.
Kaiyuan Jiang et al. [4] proposed deep learning
models for intrusion detection. The dataset is KDD
and the models are Convention neural network
(CNN), BAT-MC, BAT, and Recurrent neural
network. The overall model's performance was
very good. They found CNN as best for learning.
The accuracy is improved from 82% to 85%.

Arun Nagaraja et al. [5] proposed a hybrid model
deep learning model for intrusion detection. They
combined two deep learning models for the
classification of CNNC LSTM from the RNN
model. The dataset was used in this work is KDD.

They found an 85.14% average accuracy for the
proposed. Yanqing Yang et al. [8] proposed a
similarity-based approach for anomaly detection
using machine learning. They used k mean cluster
model for feature similarity detection and naive
Bayes model used for classification.

Hui Jiang ef al. [4] used an auto-encoder for labels
and performed deep learning classification models
on the KDD dataset. They found an 85% average
accuracy for the proposed model [9]. SANA
ULLAH JAN et al. [10] proposed a PSO-Xgboost
model because it is higher than the overall
classification accuracy alternative models, e.g.
Xgboost, Random-Forest, Bagging, and Adaboost.
First, establish a classification model based on
Xgboost, and then use the adaptive search PSO
optimal structure Xgboost. NSL-KDD, reference
dataset used for the proposed model evaluation.

Our results show that, PSO-Xgboost model of
precision, recall, and macro-average average
accuracy, especially in determining the U2R and
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R2L attacks. This work also provides an
experimental basis for the application group NIDS
in intelligence.

Disadvantages

1) The system doesn’t have the accuracy and
effectiveness.

2) There is no real-world datasets to evaluate
OFDPTI's exhibitions on the Ryu SDN regulator and
Mininet stage.

PROPOSED SYSTEM:

In this research, we design a framework for the
DDoS attack classification and prediction based on
the existing dataset that used machine learning
methods. This framework involves the following
main steps.

1) The first step involves the selection of dataset
for utilization.

2) The second step involves the selection of tools
and language.

3) The third step involves data pre-processing
techniques to handle irrelevant data from the
dataset. In the fourth step feature extraction and
label.

4) Encoding is performed to convert symbolical
data into numerical data.

5) In the fifth step, the data splitting is performed
into a train and test set for the model. In this step,
we build and train our proposed model. However,
model optimization is also performed on the
trained model in terms of kernel scaling and kernel
hyper-parameter tuning to improve model
efficiency. When the model optimizes then we will
generate output results from the model.

Advantages

» The system is designed and developed an
approach  using  supervised machine
learning classifiers for DDoS attack
detection based on different techniques.
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» The proposed system is designed a step-by-
step framework for data utilization.
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V. CONCLUSION

In this paper, we propose a comprehensive
systematic approach for the detection of DDoS
attacks. We selected the UNSW-NB15 dataset from
the GitHub repository, which contains detailed
information about DDoS attacks, provided by the
Australian Centre for Cyber Security (ACCS)
Using Python and Jupyter Notebook, we performed
data wrangling to prepare the dataset for analysis.
Firstly, we divided the dataset into two classes:
dependent and independent variables. We then
normalized the dataset to ensure it was suitable for
algorithmic processing. Following data
normalization, we applied our proposed supervised
machine learning approach. The models generated
both prediction and classification outcomes using
supervised algorithms. We employed Random
Forest and XGBoost classification algorithms for
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this task. In the first classification, using the
Random Forest algorithm, we observed that both
Precision (PR) and Recall (RE) were
approximately 89%. The overall Accuracy (AC) of
the Random Forest model was also around 89%,
indicating a robust performance with an F1 score
of 89%. For the second classification, using the
XGBoost algorithm, we found that both Precision
(PR) and Recall (RE) were approximately 90%.
The XGBoost model achieved an overall Accuracy
(AC) of about 90%, with an F1 score of 90%,
demonstrating excellent performance. Comparing
our proposed models to existing research, which
reported accuracy rates of 85% and 79% , our
models showed significant improvements in defect
determination accuracy. Looking ahead, it is
essential to develop more user-friendly and faster
alternatives to deep learning algorithms that
produce better results in a shorter time. We aim to
explore the integration of unsupervised learning
techniques with supervised learning for both
labeled and unlabeled datasets. Additionally, we
will investigate the impact of non-supervised
learning algorithms on DDoS attack detection,

particularly when non-labeled datasets are
considered.
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