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ABSTRACT

Currently, numerous types of cybercrime are organized through the internet. Hence, this study
mainly focuses on phishing attacks. Although phishing was first used in 1996, it has become the
most severeand dangerous cybercrime on the internet. Phishing utilizes email distortion as its
underlying mechanismfor tricky correspondences, followed by mock sites, to obtain the required
data from people in question.Different studies have presented their work on the precaution,
identification, and knowledge of phishing attacks; however, there is currently no complete and
proper solution for frustrating them. Therefore, machinelearning plays a vital role in defending
against cybercrimes involving phishing attacks. The proposed studyis based on the phishing URL-
based dataset extracted from the famous dataset repository, which consistsof phishing and legitimate
URL attributes collected from 11000+ website datasets in vector form. Afterpreprocessing, many
machine learning algorithms have been applied and designed to prevent phishing URLsand provide
protection to the user.

1 INTRODUCTION

The internet plays a crucial role in various aspects of human life. The Internet is a collection of
computers connected through telecommunication links such as phone lines, fiber optic lines, and
wireless and satellite connections. It is a global computer network. The internet is used to obtain
information stored on computers, which are known as hosts and servers. For communication
purposes, they used a protocol called Internet protocol/transmission control protocol (IP-TCP). The
government is not recognized as an owner of the Internet; many organizations, research agencies,
and universities participate in managing the Internet. This has led to many convenient experiences in
our lives regarding entertainment, education, banking, industry, online freelancing, social media,
medicine, and many other fields in daily life. The internet provides many advantages in different
fields of life. In the field of information search, the Internet has become a perfect opportunity to
search for data for educational and research purposes. Email is a messaging source in fast way on the
Internet through which we can send files, videos, pictures, and any applications, or write a letter to
another person around the world. E-commerce is also used on the internet. People can conduct
business and financial deals with customers worldwide through e-commerce.
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Literature Survey

Rashmi Karnik et al., proposed a model of classification method, kernel-based approach. In
this we categories phishing . This method produces estimated accuracy of 95% in detecting the
phishing and malware sites. Andrei Butnaru et al., used a supervised Machine Learning algorithm to
block phishing attacks, based on novel mixture phishing attacks and compare with Google Safe
browsers. Vahid Shahrivari et al., proposed a one of the most successful techniques for identifying
these malicious works is Machine Learning. It is because of most Phishing attacks have same
features which can be noticed by Machine learning technigues. In this many machine learning-based
classifiers are used for forecasting the phishing websites. The main advantage of machine learning is
the ability to create

3 IMPLEMENTATION STUDY
EXISTING SYSTEM:

Phishing identification systems based on List use two different lists white lists and blacklists for the
association and classification of authorized and phishing webpages. Whitlist based Phishing
identification systems produce protected and reliable websites to produce the required data. A
suspicious website just needs to match the website of the whitelists; if it is not in the whitelist, it
means it is suspicious and threatened by the user. In [20]. To develop a whitelist-based system that
generates a whitelist by monitoring and recording the IP address of every website that contains the
login interface for the end-user used by the users to enter their details. When the user uses this login
interface, the Windows 2008 system displays a warning for the incompatibility of registered
information details.
Proposed System & alogirtham
Phishing URL-based cyberattack detection is proposed in this study to prevent crime and

protect people’s privacy.

The dataset consists of 11000+ phishing URL attributes that help classify phishing URLs based on
these attributes.
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IMPLEMENTATION

MODULES:
Service Provider:

In this module, the Service Provider has to login by using valid user name and password.
After login successful he can do some operations such as Browse URL Data Sets and Train & Test,
View Trained and Tested URL Data Sets Accuracy in Bar Chart, View Trained and Tested URL
Data Sets Accuracy Results, View Prediction Of URL Type View URL Type Ratio, Download
Predicted Data Sets, View URL Type Ratio Results, View All Remote Users.
View and Authorize Users:

In this module, the admin can view the list of users who all registered. In this, the admin can

view the user’s details such as, user name, email, address and admin authorizes the users.

5 RESULTS AND DISCUSSION
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Admin login page:
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URL upload page:
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Upload dataset details:
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URL dataset with accuracy

=

@’.e‘ 4 Py X O:M.'RU!' X 4 v SRS

¢ 3 C O Wanriommnmd at 04

Tra 6 ot URL Outa Sots  View URL Dt Sote Trieoed o Tostod Accurncy in o Ot Viw URL Dt St Tradond ind Towtod Accuracy Rty View Prociction OF URL Type  View LRL Typw Rty

Downioad Pradiced Dota Sets ~ View URL Typo Rato Masults View All Romots Uners Logout

Yiew UL Dotasets Troined ond Tested Reslts

Fig.7




1989

Output Graphs
0 lovir b @ i 1t

¢ 90 0B Niedetty

JNAO Vol. 15, Issue. 1, No.15: 2024

T Tt UL D Sts  Viow UL Dot St Tt i ot Acturncy in Br Oirt Vi UL Dt St Tringd and Tt Actumacy Rosutts Vi Proiction OF URL Type  View UAL Type Ratlo

Download Pradctad Ot Sets  View URL Typw Aot Rsuity  View AU ety Uiy

et

A0t egrmesn 0,448

aghtke Megressions: 96,48

Fig.8




1990 JNAO Vol. 15, Issue. 1, No.15: 2024

Accuracy levels
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Phishing detected
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6. CONCLUSION AND FUTURE WORK
CONCLUSION

The Internet consumes almost the whole world in the upcoming age, but it is still growing rapidly.
With the growth of the Internet, cybercrimes are also increasing daily using suspicious and malicious
URLs, which have a significant impact on the quality of services provided by the Internet and
industrial companies. Currently, privacy and confidentiality are essential issues on the internet. To
breach the security phases and interrupt strong networks, attackers use phishing emails or URLs that
are very easy and effective for intrusion into private or confidential networks. Phishing URLSs simply
act as legitimate URLs. A machine-learning-based phishing system is proposed in this study. A
dataset consisting of 32 URL attributes and more than 11054 URLs was extracted from
11000+websites. This dataset was extracted from the Kaggle repository and used as a benchmark for
research. This dataset has already been presented in the form of vectors used in machine learning
models. Decision tree, linear regression, random forest, support vector machine, gradient boosting
machine, K-Neighbor classifier, naive Bayes, and hybrid (LR+SVC+DT) with soft and hard voting
were applied to perform the experiments and achieve the highest performance results. The canopy
feature selection with cross fold validation and Grid search hyper parameter optimization techniques
are used with LSD Ensemble model.
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