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ABSTRACT: Blockchain, a Bitcoin offshoot, has received a lot of attention for the potential it shows in 

other areas, particularly in very complex non-financial systems. A Blockchain-powered distributed ledger 

can achieve a high level of security and immutability by combining cryptographic methods like hashing and 

asymmetric encryption with a distributed consensus mechanism. The requirement for go-betweens is 

therefore eliminated.   On the other side, there are too many Internet of Things (IoT) gadgets connected to 

the network.   This occurrence represents a more serious threat to confidentiality and safety.   As a result, it 

is essential to address the security issues that have emerged in the expanding IoT ecosystem.   This research 

looks into how blockchain could be used to make the Internet of Things safer and more private.   For this 

assessment, we looked at how Blockchain (BC) has been used for IoT security in recent academic papers 

and projects/applications. The goal was to determine what was standing in the way of using BC to make the 

IoT ecosystem safer, and then to suggest ways to overcome those difficulties.  
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1. INTRODUCTION 

In this article, we take a look at how 

Blockchain of Things (BCoT) could become more 

widespread and how Blockchain technology could 

be used to bolster the safety of Internet of Things 

networks.   Despite the revolutionary nature of 

blockchain, this article focuses on research from 

the previous decade.   This research looks into how 

Blockchain could be used to strengthen the safety 

of IoT devices and networks.   In order to 

accomplish this goal, researchers are examining 

blockchain and related digital ledger technologies 

to learn more about their potential uses, 

restrictions, privacy and security issues.   The 2018 

International Conference on Emerging 

Technologies in Computing was held at London 

Metropolitan University, and this publication 

provides a succinct review of the results obtained 

there.   The IoT ecosystem promotes security and 

privacy just like traditional IT companies.   Since 

blockchain fortifies the very foundation of the IoT, 

it is widely recognized as indispensable for 

protecting users' personal data and security.   

Blockchain experts and researchers are always 

looking for new applications and perspectives.   To 

solve complex mathematical problems, computers 

use a technique called proof-of-work (PoW).   A 
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central digital database that logs all transactions 

safeguards the blockchain's veracity.   The deals 

have been sealed.   In Figure 1, we see a high-

level, simplified system block diagram of BC 

technology in action.   The effects of social media 

on psychological health are investigated.  

 
Figure1.Blockchain concept overview. 

 

The highest possible level of safety during user ID 

registration is ensured by the Blockchain 

technology's Public Key, which is deliberately 

unpredictable.   This ensures a higher level of 

privacy.   Blockchain technology's applicability 

outside of the financial sector has been 

acknowledged in a number of research papers and 

project summaries.   Human resource 

management, cloud storage, electronic voting, 

location verification, distributed cloud computing, 

securities settlement, and recruitment are all 

examples of such systems.   The diagram depicts 

the six-tiered hierarchy of a blockchain system.   

We'll get into the second, labeled "2," point in the 

next paragraph.  

 
Figure2.Blockchain Technology Layer Model 

 

Blockchain Technology's Layered Architecture  

The purpose of this research was to determine 

whether or not Blockchain technology has the 

ability to improve the security of Internet of 

Things (IoT) systems by analyzing the scholarly 

literature and relevant projects/applications.   In 

addition, they highlighted the difficulties of 

implementing Blockchain in this area and 

suggested improvements to Blockchain-based IoT 

security solutions.   Examines the areas of 

expertise surrounding Blockchain and digital 

currencies, including the Internet of Things, the 

Internet of Everything, Wireless Sensor Networks, 

and Distributed Ledger Technology (DLT).  

 

  2.BLOCKCHAINFUNDAMENTALS 

 

To truly grasp Blockchain's potential for boosting 

the security of the IoT, one must get a deep 

familiarity with its inner workings.   The next 

session will delve into the complexities of the IoT 

ecosystem after this brief introduction to 

Blockchain.  

There are two nodes and an intermediary in a 

blockchain.   The goods consist of the following: 

Transaction: In blockchain-like digital ledgers, 

participants start transactions. 

Block:  

Blocks on a blockchain not only record 
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transactions, but also incorporate meta-data like 

timestamps and the order in which they were 

generated.  

Depending on their use, blockchains can be 

labeled as either public or private.   Most public 

blockchains can be viewed and altered by 

anybody.   Every Bitcoin transaction is publicly 

and easily viewable on the Blockchain.   

Depending on their use, public Blockchains may 

restrict both read and write access.   Users' 

anonymity is protected on a private Blockchain 

network.   Only trusted members or a single 

company have access.   "Consortium blockchain" 

technology is being mandated by government 

bodies and their subsidiaries. Because it is 

available to the public, this technology is both 

secure and convenient.   Each node in a 

distributed network has its own blockchain, which 

is constantly refreshed with new data records and 

transactions to ensure the reliability of the 

distributed ledger.   The public has the ability to 

verify any unauthorized or accidental changes.   

To maintain security and privacy, the public 

blocks are hashed and encrypted with a private 

key.   Inaccessible information is that which has 

been encrypted with the private key.  

Blockchain can be used centrally, but its 

decentralized nature is its defining characteristic.   

These causes contribute to its decentralized 

nature:  

Multiple nodes, as opposed to a single node, are 

responsible for recording transactions and blocks 

in a blockchain network.  

The authority of a single body is diminished when 

rules or algorithms are used to validate 

transactions.   Gaining consensus on this strategy 

calls for a lot of certainty.  

In order for a transaction to be included in a 

blockchain, it must first be confirmed.   Previous 

links between blocks are immutable because they 

are transparent and may be independently verified.   

When compared to other technologies, blockchain 

ecosystems fall short on the security front.   The 

blockchain does not immediately reflect new 

transactions. Nodes make up the blockchain 

network.   A transaction must be confirmed and 

verified before it can be added to the chain.   

Nodes in a blockchain network must adhere to a 

set of rules or algorithms in order for the network 

to function properly.   Data authenticity on a 

Blockchain is determined using a set of criteria 

established by many algorithms.   Numerous 

transactions can be found in a single block.   The 

new block is broadcast throughout the Blockchain 

network, where each node can then choose to add 

it to its own blockchain.   Each next block in the 

chain incorporates the hash or digital footprint of 

the prior block.  

 
Figure3.A typical blockchain implementation 

 

New transactions are verified by the Blockchain, 

and their records are stored in perpetuity.   There 

is also a guarantee of the user's or participant's 

anonymity.   Information provided by the user 

during the verification procedure is kept secure.   

To facilitate thorough cooperation, all dealings are 

recorded in a digital ledger accessible via 

computer.   Instead of depending on trust or a 

third party to settle disputes, blockchain 

participants put their faith in the system's 

decentralized design.   For those unfamiliar, 

"Blockchain" is shorthand for "Trust Machine."  

Bitcoin was an early adopter of the decentralized 

ledger system known as the Blockchain.   

Healthcare, HR, recruitment, legal document 

management and validation (including deeds and 

certificates), IoT, the cloud, and other areas can all 

benefit from blockchain technology.   According 

to Tapscott (year), blockchain is best understood 

as a "World Wide Ledger" that may be put to 

creative use beyond just recording financial 
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transactions.   Independent government services, 

accumulated knowledge, and decentralized 

communities are all good examples.   Just how 

much.   The essay delves into the conventional 

and cutting-edge uses of blockchain technology.   

Blockchain technology is shown in action in 

Figure 1.   The multiple applications in biology 

are depicted in the fourth picture.   Just how 

much.   Access control, non-repudiation, data 

versioning, integrity, auditing, and provenance are 

six further reasons listed in the paper for using 

blockchain technology.  

 
Figure4.Blockchain visualization in biomedicine. 

 

3. INTERNET OF THINGS (IOT) 

  

 The term "Internet of Things" (sometimes 

"Internet of Objects") is used to describe the 

networked electronic and electrical devices of any 

size or function.   With the exception of the 

Internet, the majority of this connection consists 

of wireless sensors.   Because of the explosion of 

IoT gadgets, communication is no longer limited 

to exchanges between machines.   An extensive 

variety of protocols, software, and networks are 

all within the capabilities of IoT gadgets.   Sensor 

networks, radio frequency identification, ZigBee, 

and location-based technologies are just some of 

the ways that the Internet of Things is being 

propelled.  

As more inanimate objects become Internet-

connected without human mediators, Internet 

Business Solutions Group (IBSG) labeled this 

phenomenon "the Internet of Things" (IoT).   

Significant increases in velocity have been 

observed across a wide range of domains, from 

CISCO's 'Planetary Skin' to the Smart Grid and 

intelligent vehicle IoT.   Consumers will be more 

likely to utilize the Internet if more devices are 

built into their everyday appliances, particularly 

those that are kept close to their bodies.   Internet 

of Things (IoT) gadgets don't have any peer-to-

peer or Internet-facing interfaces, but they do use 

Internet networking protocols.   This limitation 

calls for immediate response.  

The Internet of Things (IoT) can improve privacy, 

security, and administration through the 

integration of automobile electronics, home 

environmental management systems, telephone 

networks, and domestic utility service control 

mechanisms.   It's clear that IoT and network 

connectivity are spreading rapidly.    The five 

main parts of an IoT ecosystem are:  

Sensors: Data collecting and conversion require 

sensors. 

Computing Node: Processing sensor data 

requires CPU-powered nodes. 

Receiver: A transceiver is a device that can 

receive signals from other devices, including both 

close and faraway computer nodes.  

Actuator: The Computing Node can make a 

decision regarding which electromechanical 

actuator to use.   The Internet-connected device 

reboots after processing data from its sensors and 

the web.  

Device: It executes a task when activated. 

 

4. BC ENABLED ENHANCED  

IOT SECURITY 

 

In an Internet of Things (IoT) setting, machine-

to-machine (M2M) communication predominates.   

The issue of machine trust has not been 

adequately addressed by the Internet of Things 

(IoT).   Improved scalability, security, reliability, 

and anonymity are just some of the benefits of 

blockchain technology.   Blockchain can manage 

and coordinate the execution of transactions 

across a wide variety of Internet of Things 

gadgets.   In fact, "Shodan," the first search engine 

made for Internet-connected devices, will identify 

vulnerable IoT gadgets and draw attention to the 
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need for fixing them. The introduction of 

blockchain technology into IoT ecosystems 

removes all points of failure and greatly increases 

the system's reliability. Encryption using 

cryptography and hashing to protect sensitive 

information.   The use of blockchain technology 

may improve the safety of Internet of Things 

gadgets.   Unfortunately, neither hashing nor 

cryptographic processes are within the capabilities 

of IoT devices.   This limitation necessitates more 

study aimed at increasing the useful life of the 

existing power source.   According to Underwood, 

Blockchain has the potential to completely alter 

the e-commerce industry.   Blockchain was 

designed to guarantee honesty above everything 

else.   Blockchain is a robust network system that 

can reliably collect and sequentially store 

transaction data.   Private securities transactions 

on the NASDAQ are reliably recorded thanks to 

the 'Linq blockchain' system.   Specifically for 

swaps, Axoni and DTCC offer post-trade financial 

solutions.   Prioritize regulatory initiatives like 

British Columbia's secure, trustworthy, and easily 

accessible real-time monitoring system for 

financial transactions.   Using blockchain 

technology, the risks connected with data 

manipulation and dishonesty can be reduced while 

industrial IoT and OT equipment is monitored and 

protected in real time.   Once the blockchain is up 

and running, it can be used to prevent tampering 

by securely storing data about compromised 

sensors, devices, and controllers.  

Internet of Things (IoT) devices' privacy and 

security are compromised by Wireless Sensor 

Network (WSN) technologies.   Due to its robust 

design, consensus mechanism, and use of 

cryptographic technologies, Blockchain has been 

labeled a Trust Machine.   Risks to security in the 

Internet of Things (IoT) can be reduced in many 

instances.   Miraz speculates that blockchain 

technology and the Internet of Things (IoT) might 

coexist.   Consensus in BC relies on a network of 

active nodes, and the IoT can help make that 

happen.   The security of IoT gadgets can be 

bolstered with the help of blockchain technology.   

Transparency, privacy, immutability, and 

operational sturdiness are all characteristics used 

as examples.  

When physical and digital systems are 

interconnected, as they are in the IoT, a networked 

world is born.   There have been a number of 

obstacles that have slowed the full incorporation 

of IoT security into device and product design.   

Internet of Things (IoT) study has been 

revolutionized by the application of blockchain 

technology.   By bringing together IoT and BC, 

we can increase system resilience, make it easier 

to recover from cyber threats, and strengthen 

overall security.   However, the slow development 

of these technologies creates a number of 

challenges for their implementation.   Research 

overwhelmingly favors using blockchain to 

protect IoT networks against "Stalker" attacks and 

other vulnerabilities.  

For the Internet of Things to work, wireless 

sensor networks must be implemented.   DDoS 

assaults can affect any gadget connected to the 

internet because of their inherent lack of security.   

If any of these nodes are compromised, the 

network as a whole is at risk.   Cloud computing is 

essential to the functioning of IoT networks.   The 

existence of SPF makes centralized architecture 

more susceptible to attack.  

Data from IoT devices is transmitted in bulk for 

real-time analysis and decision making.   The 

safety of sensitive information and the 

authentication of users are crucial components of 

the Internet of Things.   In the absence of 

safeguards, massive data collection can be abused.   

Therefore, protecting the IoT system from 

injection attacks and spoofing is crucial.   By 

inserting erroneous or misleading data or 

measurements, injection attacks alter the system's 

decision-making.  

Sensors that provide data can share it with other 

autonomous systems and marketplaces in the 

Machine Economy.   However, trust building 

among stakeholders remains a major challenge.   

The problem of non-repudiation can be solved 

without resorting to a third party if a method is 

implemented that permits public verification of an 

audit trail.   FileCoins and Trans Active Grids are 

two examples of legitimate use cases for 

blockchain technology.   These applications allow 
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devices to trade products and services with one 

another, increasing the potential for monetary 

benefit.   

Pseudonymization occurs before personal 

information is sent to Internet-connected smart 

home appliances.   Using cryptographic hashes, 

the blockchain checks and validates information 

from IoT devices.   In order to reconstruct data 

and establish access protocols for smart devices 

and service providers, the owner makes use of 

public keys.   Layers of the BC structure are 

shown in Figure 1.   The digit 2.   Address 

vulnerabilities in software, data, communication, 

and the physical environment.   Ethereum's smart 

contracts use blockchain technology, which 

functions as a distributed ledger.   The BC 

(Blockchain) application layer prevents 

unauthorized interference with dependent 

operations.  

Bahga and Madisetti came up with a novel 

strategy to combine Cloud-Based Manufacturing 

(CBM) and Business Process Integration of 

Internet of Things (BPIIoT).   With this method, 

you can access a cloud service that provides 

access to manufacturing resources and abilities.   

Using smart contracts and regenerating public 

keys, the safety of Ethereum transactions was 

ensured.   Korpela et al. investigate how cloud 

computing, the Internet of Things, and blockchain 

(BC) can meet the unique integration 

requirements of supply chains.   Low-cost supply 

chain management options are available through 

cloud computing and the Internet of Things.   

Blockchain technology may drastically alter 

today's digital supply chains.   Smart energy could 

be traded via Internet of Things (IoT) devices, 

made possible by blockchain technology, as part 

of the rollout of Industry 4.0.   This is crucial 

since blockchain was designed for interactions 

between autonomous computers.   Smart devices 

can now allow the selling of steam and natural gas 

thanks to blockchain technology.   Through 

blockchain transactions, energy producers make 

their prices public, while customers use bitcoin to 

shop around for the best deal.  

 

The group's open-source cryptocurrency, IOTA, 

facilitates micropayments across the IoT.   The 

TANGLE protocol is the breakthrough blockchain 

technology developed by IOTA.   Because of its 

acyclic network design, TANGLE is more 

scalable than block-and-miner blockchains.  

Incorporating both level 0 and level N 

protections, the Internet of Things security 

framework created by Chakraborty et al.   This 

framework keeps nodes with few resources 

running smoothly.   Primitives under level 0 

security can only do so much computation.   

Primary and secondary nodes can be found on 

level N.   Data processing, communication, and 

security are all primary functions provided by 

nodes.   On the flip side, secondary nodes are 

there to prop up primary ones.   Due to lack of 

resources, level 0 nodes are unable to make direct 

connections with other nodes.   The N-level nodes 

can make private third-party connections. 

 

5. CONCLUSION 

 

The use of blockchain technology enhances safety 

measures. This article discusses the methods used 

by two emerging technologies—IoT ecosystems 

and AI—to carry out their functions. Internet of 

Things security is also discussed. Additionally, 

Blockchain's potential for protecting IoT 

environments is investigated.  

Blockchain and the Internet of Things hold great 

potential in many different fields. In addition to its 

role in the creation and exchange of bitcoins, 

blockchain has also proven useful in guaranteeing 

the safety of financial transactions over computer 

networks. The IoT is expanding beyond its initial 

application of wireless sensor networks. 

Blockchain outperforms earlier technology in 

areas including privacy, security, traceability, data 

provenance, and time stamping. Human-to-human 

(H2H), machine-to-machine (M2M), and 

machine-to-human (H2M) transactions are all 

protected. With the proliferation of IoT devices, 

blockchain technology has proven to be 

exceptionally trustworthy. This distributed 

solution supports the continued viability of 

Internet design by providing for data redundancy 

via geographically dispersed storage. 
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